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WEFLZS(B]: 500MB (it I 8 B Bl it U4 A 1GB)

Windows: Windows Server 2012 (64 7). Windows 8 (32 £l 64 fii). Windows 7
(32 fiifil 64 7). Windows Server 2008 R2 (64 fi2). Windows Server 2008 (32 Al
64 7). Windows Vista (32 fiifl 64 1), Windows Server 2003 SP1 (32 fiifll 64 1)
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VMware Endpoint Protection ZFFRUIR{EZR %% : Windows Server 2008 (32 fiiffl
64 7). Windows Server 2008 R2 (64 £i7.). Windows 7 (32 £ A 64 {7). Windows Vista

(32 i F1 64 7). Windows Server 2003 SP2 R2 (32 {1 64 {7 ). Windows Server
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A ERRINL e AR 2 AR RN IR S5 A A AR RS AR R N R R
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EENEPEDRERA
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|'~;u ¥Mware Tools
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ZEE:

C:\Program FilesiYMwarelVMware Tools),
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I RSRIEIEEER - |
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yMEMet FRIEEhIER
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w3hield Drivers
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iz ¥Mware Tools | x|

vmware

Thiedsd:
Select ta install wShield Endpoint Thin
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BEIHREFETERE FREEE OKB.
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FEEN(H)
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Oy BCBOIE FER AL A5 0] BRI IN— 4 DSA &7 i K207 B 55 MBS
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> BAEFEWK S E: DSM RN S ZRAUREK S, EF IR EE
JEE K5 70 ¥F DB_Creator Server Roles Jf H. & DSM %4 P2 1) DB_Owner.
> DSM S5¥iE#EERE: 24 DSM JEit “Named pipes” iy % & 1% — & SQL
R %5 %80+, DSM EHLS SQL Server AL Al —ANAl I B 4rAIER
Microsoft Windows S IHEE . X AN IE )8 HE T8 I8 5 AR T LA NSO
a) SQL Server 5 DSM Z3E7E [A]— & R4S 4%
b) SQL Server 5 DSM R4 #8 1E [F] — Mg
¢) MEFEINAEFERR
d) WASEHEE A, B4 DSM KLkl “ dr 4 EiE " 5 SQL server
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2) %% Deep Security Manager 1 Deep Security Relay
3) FCE DSM 5 vCenter. vShield Manager £ i
4)  “Prepare” ESXi5.X FHLIF#FE DSVA

Y V V

1. Deep Security Manager (DSM) Z23

1) W3k E s B RER S SR L 2 2P RGE O EIR T
Blinstalldj Yizard M=l E3

Trend Micro Deep Security Manager is preparing the
[+ N installation Wizard which will guide wou through the
rest of the setup process,
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B NEERE, IFHEEEE > B KTk 1@ .
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2. Deep Security Relay for Windows (DSR) &23& (WJi%k)

e Deep Security Relay @WIEFZFE[AIN 44E Relay Server 1 Deep Security Agent
7F windows F-H1_LHI)GE

1) X S fRIs T e, i Next JF 6203

ii_% Trend Micro Deep Security Relay Setup 1 =]

Cancel |

VERC: RN AW indows F 1L LA EPE 73 R 2 filis {TDeep Security
Relay.

2) HRZVFRTIMN, AR5 H Next 4k4:

Welcome to the Trend Micro Deep
Security Relay Setup Wizard

The 3etup Wizard will install Trend Micro Deep Security Relay
on wour compuker, Click Mext bo continue or Cancel to exik
the Setup Wizard,

Back

ii-.% Trend Micro Deep Security Relay Setup [_ [ ]

End-User License Agreement

Please read the Following license agreement carefully

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO ﬂ
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES
IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
COHDITIONS

Trend Micro License Agreement

Trial and Paid Use License

Enterprise and SMB Software and Services
Date: Movemher 2011
English/Multi-country

[

W I arcept the terms in the License Agreement:

Prink | Back I ek I Zancel |

3) IEFFEALMIIAE (PR E —LED)RE R TR . Hiidi Browse 88 B3
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PR SS SR I Z W RGP AN E . CISRIEAT TR, W ok B s e
Ho BB A H ok, AUE Je I BSERTARAS ) il Reset Kb B B OVERAH
BHE.

i& Trend Micro Deep Security Relay Setup [_ o] =] I
- _-'u

Custom Setup

Select the way wou want Features to be installed,

Click the icons in the tree below to change the way Features will be installed,

Ma"" appllcatmn Anti-virus, spyware detection, AL
i filkering, and other anti-mabware
Flrewall and DI capahilities.

Relay Server

This Feature requires OKE an waur
hard drive.

Erowse, .. |

Reset | Disk Usage | Back. I ek I Zancel |

B LIEBOHE TR KGRI RETIIZIFE . X LD FER) KA LGB FITE R 5 75 IR
f ﬁi‘/ﬂ?ﬁ:’% TE S IR ST — 5% BTEA (BT K BRI R BT IIZ) GE t £
IR LRI LD FE . il “Disk Usage” ZrE L EDHEN T 968 TG E H b
17 B LRI AT T

4) fHili “Install” JFUG LR FE

i'éllTrend Hicro Deep Security Relay Setup

Ready to install Trend Micro Deep Security Relay

Click Inskall to begin the installation. Click Back ko review or change any of your
installation setkings, Click Cancel ko exit the wizard.,

Back. I Install I Cancel

5) i “Finish” %%
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> EHAT LA, EERET 2B L AR Y 3= HLE FHDHCP 77 76
FEIPHL), A3E L R 74 IR HIDHCP #4177 K 1] g =S DSR
W T — T Fr T LA »

> EFEE PR 7 % K Deep Security Relay, QAR i Zbi ol v FE4 /6]
TrCHBEDSR ,  iE I FEE R iy S T I LS4
Windows Server 2008 , Vista SPI 3§ Windows XP SP3 & /&K 1Z 1T/ :

mstsc. exe /admin

W indows JRATFEH LT 4 :

mstsc. exe /COHSO](;’

3. BCE Vmware B4

B A B R 1% Deep Security / Vmware F£15
TEHEAT IO B AT A -

> DR R PR e 5 R D IR SE A Vmware JEARFR B HE
> %% Deep Security Manager  CELJEH#E D
> %35 T Deep Security Relay J:7E DSM il & 3 TR AR E

fE ESXi F ML L %% Vmware vShield Endpoint(EPSec)
1) &% vShield Manager & ¥#5H] 4 https://<vSM-ip>
2)  HINBRIAF 44 admin, ZBRN D default &5k,

VMware" vShield Manager™

Copyright ® 1998-2012 VMware, Inc. All rights reserved.

3) % N E vCenter Server {5 &,
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View: Host & Clusters )

General Support Batkups  SSL Certfficste  Networking

i} Object Library
= BERL
Effve
172165138

@1

= H duster by 5.102

Specify the hostname or the IP address of the vCenter server and provide the adminisirator
cradentials to connect.

wShield Wanager wil be registered as an extension o the vCenter server.

Changing the wCenter address may result in unprediciable behavior. Please update only if you
change IF of yaur curment vCenter Server.

wCenter Server: #|172.16.5.102
i e ]
=

] assign vshield Enterprise Administrator’ role to this user
(] Modify plug-in script download location (May be required for NAT environments)

vShield Manager IP: Fort:

=3

4) P4k Deep Security fR47 ) ESXi THL, %% vShield Endpoint 4114F
) N
| a

View: Host & Clusters 172.16.5.139

Summary

Endpoint

Deep Security 9.0 Service Packl

Eig@# Settings & Reports vShield Host Preparation Status for 172.16.5.139

% vshield App
h G Data Security

; % Service Insertion Service Installed Available
. ﬁ\ Object Library wShield App Not installed 5.1.0-832470 Not licensed @
EHEY Bdme L
By ve vShield Endpoint Not installed 5.1.0-833297 @
wShield Data Security Not applicable until vShield Endpoint is installed. Not licensed @

& cluster by 5.102

Service Virtual Machines

Name

Type

vShield Manager

vShield Manager

vShield-Edge-VM Network

vShield Edge

5) &ASEHEWMEFTR:

vShield Host Preparation Status for 172.16.5.139

vShield Manager

vShield Manager

wShield-Edge-VM Network

vShield Edge

Service Installed Available
vShield App Not installed 5.1.0-832470 Not licensed @
vShield Endpoint 5.1.0-833297 - Uninstall (@ ‘
vShield Data Security ~ Not installed 5.1.0.0-833206 Not licensed (@)
Service Virtual Machines
Name Type
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I. 3P0 Vcenter
1) EREAREIRS SREZEG T RS E PO ENE O, RdEE >
VMware vCenter...

f®, TREND. RS RRRRLHPRS

EHla iR S

|
- ﬂ venter -
o iRinsE

# LJ Hosts
3 €3 Vi A BMEF.
o G i ViMware vCenter...
S EmEkA

o BEhHEN.

2) i\ vCenter Server IP il (E{FHL%). vCenter I 7 A FEM ., HdF—

(& i VMware vCenter 1S - Windows Internet Explorer - L - = ]

BEREAE TN vCenter FILLTER -

R
BRF S HdL-

EHEHO: m

=t
EFF:

it

EE
ARrRE

iﬁﬁi

ELH

ViR IR DNS EHEE HEEVEN FQDN REPT UL B 9 G i+ BRI E 1P
Hiht, ZIEA 1P Hidf
3) #i A vShield Manager Server Huhk. FH 7 A FERS . (W A]7E LLJS AR RS
BRE e RGEHEPORENREE ) BT
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& Zhn VMware vCenter B2 - Windows Internet Explorer - = Lo e

vShield EIERLCEELE AR BRI RS EIN RS -

vShield B .LIRE 2
E1R L |

B LRO: 3

EHE
AAE:
T

< F—4 LB
4) % vCente iFf3,
(@ #=hn VMware vCenter F1S - Windows Internet Explorer = [—ttm]
RS EEEHETRIERL SsLiEH
EWE i
ER & (CN) localhostlocaldom
40 (0): VhIware, Inc.
A0 8 (i (OU): Vhiware vCenter Server Certificate E
B bt ssl-certificates @vmware.com
F3E 01
EWE
A (CN) localhost localdom CA b0b3%bTh
#240 (0): VMware, Inc.
AN E 7 (OU): <TRIERRI—& 5> -
< | n | b
1658
5) & vCenter {58, Hdisem.

TEHE 7 A BTAESUTHE

EAOL VMware vCenter HEMETAE:

1 A EE AL

2 EA

257 - EHA

 F— i

6) UL EIRE I VMware vCenter WE . B¢ ]

34



Deep Security 9.0 Service Packl

« 2 RETR I VMware vCenter o

HE ESXH Server KUTIRINEEHE:
E BRI ESX Server MR RS RTER2FIPRFKIH $AE—4F

B ESX Servere ¥t EHHE TIELH#F ESX Server: BEHREEHH
R B ESXT .

Ty 17216266
By 172.1626.61 |

o st > :
B eEeE. U

¢ WiNTIsVEC ] R
) epew.efaibiSedd (Win 2003 SC 6eb) L HIREHE R

234016

JEREG: TEAA 3000 7L LRI E LI vienter Server JREFHIAZEIIE T, Wi
FEAJGEEEIE#E 20 7 30 M50k, AL 2 vlenter FIF45 B4 F 421
BB I IETEIELT o

1. 3 ESXi T /EEMERHIRE
1) sidh “EH” — “HHT — “BAFEH — AR

) TREND.  paiRE SRR LR

gHa TR FEHRIES HEA E =
& FARE H
2] mwiEs
] ZFEHDES E2BY | REEH
7] EEsLHs e R T &R SAMEE EWEM B ittn
P wmEn

& mpEE (LB REHTRE)
o RaER

A THEE. SR EESALHRT.
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FAEM

EAFEI AR - AN ERRETHERE THEMRS -

zﬁ:.éF:\TIVLF‘RODUCT\DF‘\DSS.O SP1(Offcal)i9.0_ SP1_GM\Deep Security Virtual Appliz  Browse-.

ERFRENEAARERSE T B8 op Xt

ENiH

3) Ml zEk

PiE
EREERITREY F i REEGERTRE-

R FilterDriver ESX_5.0-0.0.0-005 586 _64.zip
P& ESX (64 bit)
WE: 9.0.0.993

g
Eitnd 51:C3:1F:5B:88:20:13:20:5D:3D:A8:2B:38:83:04:F6:F7:73:67:23

HiE

718 iR 1) 2 3) LS N Appliance

4) BEIARRMS
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)

HEEH || WHEH

HHaER THERRE FEN: bl EAEE B ‘ pot & EEHESH

(WHFEAEFEARE)
IATHEE. St EES BT

e

B 5x (A mes Bt | B5s | [LlEsEEIuE

E=E e B ¥ EEE 25A
ESX (64 bit) 9002009  2B:55.CESFIEDE2507-ALDD:C2EXAT-AA T6F4-CC:58:88.91 2013-06-18 11:55

[ FilterDriver ESX_5.0-8.0.0-995.186_64.zip ESX (64 bit) 900995  SLC3:IF:5B:8820:13:20:5D:3D:A8:2B:38:85:04:F6:F :73:67:23 2013-06-18 11:53
T3 Relay-Windows-9.0.0-2014.186_64.msi Microsoft Windows (64 bit) 9002014 0L:4A4:8DAVET:T2DCALTE14T8:CC:50:40:16:1 7EOBI0B 2013-06-09 17:51

5) TE“HHEML HIFPHRE] ESXi THL ARSI N Bon AR UER), Apde,
SRIGIEREAE > #ER BSXi DLE R “HE® ESXi Server” [MS. M TF—4

W EH, > vCenter - 172.16.5.102 > Hosts and Clusters > VC (1)

HHEA, > vCenter

By 172.165.115

WHHE > vCenter HAR .

#1E ’

& » P
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HESSESERHRAENEEEE ESX Server {1123 -

Sl A THEHESEINER . ESX Serverd MALASE RDSM(172.16.5.119) =

BB

VERC: ESK ZHLRHAYEN R, N7 L Filter 350, AIUEZHL LRI B I
LB ZETE ] o

6) LHE R RVPEHREINS SR 2 el R GE O BEE ESXD #EA
AR S, Fd e
"_',é JEE ESX Server - Windows Internet Explorer L — 2t

ATHATHAES » ESX Server EEHR AR - B AEEREAIREESH S0
ESX Servers 2 DSM Bl B B RS E# A NELMPEAFRTEH Bzh ¥

.

-
Y Ho

B ESX Server RIBIE R TERRS R HPEA 78T, BARES
FihiIEME W SEHER -

HH

7) BESXi HEAA IR SE T A TG sh, ML PRI . (BSXi # & T 4P 1,
BB AR RS BIRE LN ARG SRR, HKER R
ESXi.)

8) ZFETERNJE, FILLEBEARELIT N —, RIERE ARG SR T 2 4B
PARGEM & BB A7, BfaHEE. Bk,
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« BT B 1F ESX Servere

BEELHERE EFTEZ LM R ERRE:

BT ERIF A S IFR) ESX Server PRI BRHRERSEEETEMIPREER RS
fRIPEL, VMo

C UASEFELHERSEFEETEMIPREEN RS-
® T HEEHE-

9) LR ESXi THLFPRESRE N “ClER”

e 112165130 'BH

E? ESX BFERERM:
Wik o 2EE ‘ﬁ v5hield Manager

) vShield Edge-VM Network
ESX - 500

A ER IR EhTE iR 9.0.0.995

vShield Endpoint: B

1. BBZ DSVA
D AR 2RI ESX BN, RJEEPHRIE > B wRE, Bl A

ter 17216513 ' B&

v Fi% (10)
s 4 S ESX.
e X
ESX MR- FHEE.. M Network

& HIRE L 4AL

13 2 E ehAE B b e 9.0.0.995

v&hield Endpoint: Eiri
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BREREBLHERSEEETHIPRAENGE (2.0.02009) 8F P ESX Servero

BH

2)  HANBLEI B AR IO IR R B AR LSRR, SRRk
BRSBTS, Bl T —1

BEREFXHENELREALTER-

wEEH:
FRTF %

DSWVA
datastaore1
WVC

VM Network

K
¥
LB ]

B
JEBE: BRI HTE SIS g WL, i FE Vilkernal

3) ENERTHLL, MANBRM IPv4 Hibkfn/88 1Pve Hubk. (B tsEo T B H
DHCP). B F—1,

40



TREND Lty = A i
wicro | A[{SHRIMEREEER

Deep Security 9.0 Service Packl

BHE TREERERES:
wEENE: dsva
s TCR/IPw4 it
| = DHCP
]Pﬂﬂiﬂ: U_U_U_U
Pod g R S: 255 255 255 0
HERE 0,000
v TCPE/IPv6 ik

BH

4) EFFEEEMKN, PTEm, JFERE DSVA EARSERK.

i IEE R A A G e T 0 ER AR -

 FEHEEE

RIFEHBES A ERHENEE DB - B RIE VMES: REHHIETEL
Bl e BEihsiETiE AR e R -

w ZEEESR
U BT -

= b— En:H

5) FERGEEHARIEIRG SR Z &Y RGO AR, A, MRETE.” B
EIENCE
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J ERnFEEE

HEEEHE. BELRERSEFEET2MPRGEES L E T ERIERR
e HHER vCenter PRI FIERGRERFHRERE P - BEHER
T & #F DHCP FE P 4l - NRFTT P, BRIREERE—T8HE
PEHERTLNFEE DECP RS -

HEBEAEESSEERZSMIPREELR RS

WHNTE ESX Server BN B RS ERET 2P RGER RELRIPEN
VM-

O TR ERHERSERET P REENRE -
W T HEHE.

JEBE: TEMGIE DSVA 2, BRI B4 DSVA 95025 1% 8, €155 DNS FIAFEPT
P LLEETE “A, B .

V. 1% & DSVA
1) 3@k vCenter [ client ¥, B33 DSVA EHIML E .

Trend Micro(TH)

Managerent Address [Pv4: (ethl) 172.16.5.141-21
Managerent Address IPuG: (ethl)

Manager URL:

Tue Jun 18 15:26:51 UTC 2613

<F2> Settings

2)  fRBEELF2, HANRE, WAEL dsva
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Trend Micro(TH)

Managerent Address [Pw4: (ethl) 172.16.5.141-21
Management Address IPub: (ethl)

Manager URL:

Tue Jun 18 15:28:31 UTC 2613

Authentication Required
Login: dsva
Password: sxsx_
<Enter> OK <ESC> Exit

<F2> Settings

3)  DSVA BF[X 5 DSM AN, FrelFBEmlE “Time Zone”, 1%&#% “Configure Time Zone”,
¥ n) %

Syster Information Configure TiMe Zone

Configure Password This wWill change the time zone
Configure Management Network

onfigure Time Zone
set Date and Time
Uirtual Agents

Reset Appliance
Reboot System

<Up-Dowun> Select <Enter> Change <ESC> Logout

Trend Micro(TH) Deep Security Uirtual Appliance 9.8.8.28689

4)  HILIERE “Asia”  $%II%E, SRJEEFE “Asia/Shanghai”, HIKAZ[EIG.
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System Information

Configure Password

Configure Management Network
Configure Time Zone

set Date and Time

Uirtual Agents

Reset Appliance
Reboot System

<Up-sDoun> Select

System Information

Configure Password

Configure Management Network
Configure Time Zone

set Date and Time

Uirtual Agents

Reset Appliance
Reboot System

<Up-Dowun> Select

Africa
AMerica
Antarctica
Arctic
psja. |
Atlantic
Australia
Europe
Indian
Pacific

<Enter> Select <ESC>» E

AsiasMuscat
AziasNicosia
AsiasNovokuznetsk
AziasMovosibirsk
Asia~0msk
Azia~0Oral
AsiasPhnom_Penh
Asia-sPontianak
Azia~Pyongyang
AsiasOatar
Asia-Oyzylorda
Asia~Rangoon
Azia-Riyadh
Asia~Sakhalin
AziasSamarkand
Asia~Seoul
AziarSingapore
<Enter> Select <ESC>» Area

Trend Micro(TH) Deep Security Uirtual Appliance 9.8.0.28689

JEE: DSVA IR IEIRA A0S DSH [l 4, ANSRTG 3£ DSVA.

TEVERT, ZEAAOR DSM FI DSVA 2 BT RERE 1E & flbT 1. Wi Ty AT sk DSVA A1 DSM
(RIS TRIAS K, it BTSSR DNS, i /ete/hosts KT, 1% alt+F2
HEANA AT, 2 ALt+F1 3R B R R .

I3 NI S R R N A AT (k5 ARG 350 dsva)

44



Deep Security 9.0 Service Packl

buntu 8.684.4 LTS dswva tty2

gva login: dswva

rend Micro(TH)
Deep Security Virtual Appliance

sva@dsva:"§ _

6) H root M5 KIS, A4S sudo su -
sva@dsva:"$ sudo su -
root@dswva :"# _

7 w2 “vi /etc/hosts” W% DSVA hosts XA
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sva@dsva:"$ sudo su -
root@dswva:"# vi ~“etcshost
host.conf hostname hosts
root@dsva :"# vi setcshosts_

V.  B7EDSVA
1) A DSVA THENUIFERERE > Budk s, B v—".
=] .
........... Py

#{E » B #ﬁﬁiﬁ?;‘.- T RERA: e 172165150

WaE -
B v (B3

% _

i = L IR E R
o % %

A AR RO

o B

RHHEERHERSEZET RN RREN R EHEHE ESX Server L B VM
FIh-iBERIR -

HIH
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3)

4)

xSRI, ERGE T8 B F A, R R s AR .

FREHEZHIHNERREHNLTER-

=RE: X EI
2 % E

s security profile
= | BERER
| 3¢ Limx fF5 22
| 3% Solaris fR%5 28

m

H | ¥ Windows
= |y BEREERSEREZZPRS
s BRREBRFEFTERLHIPRREES &

a—

HeFR A EHR1Z ESX _ERIREAINL . S tmr DURJEas, RIUENLES L, ] DAL,
B “SER” e o

HEFHERN:
#03E ESX Server (172.16.5.139) EIMHAY N E AN L 2 EHRATRIP -
 HERIEER M ERAN

Iz

[¥ ¥ vShield Manager(2)
[¥ P vShisld Edge-VM Network

® . HEHE-

B n RS e R
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(=) ®&
#iE: O HEE (BN
wEEMRE: 9.0.0.2000
vShield Endpoint: B i

5. Deep Security Agent (DSA) =3

I. DSA For Windows
D) LSRR AR E AL
2) M3 kiz T b, il Next FRf e,

i’-_g Irend Hicro Deep Security Agent Setup

YWelcome to the Trend Micro Deep
Security Agent Setup Wizard

The Setup Wizard will install Trend Micro Deep Security Agent
on your computer. Click Mext bo continue or Cancel to exit
the Setup Wizard,

Back: [omMest [ Cancel

3) BRI VF R PO Hiadt Next.
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i'é" Trend Nicro Deep Security Agsent Setup ['__||E|E|

End-User License Agreement

Please read the following license agreement carefully

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES
IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License
Enterprise and SMB Software and Services

Date: September 2012 2

e NI N RELBaf o a

[¥I1 accept the kerms in the License Adreement

[ Brink ] [ Back “ Mext ] [ Cancel ]

4)  EFEIRKIIIEE (PSS — IR R AT ). Hiidi Browse 47 BB H R
BIRFSRREL 2P RED AN E . (WEORFEATTIE, WA ICEE 23 5. &
ZIRBIHA H %, DAUE SEEBSE AT ) il Reset Rk E B N B HE .

'é‘- Irend Nicro Deep Security Agent Setup

Custom Setup

Select the way wou want Features to be installed,

Click the icons in the tree below to change the way Features will be installed,

[+
v

Deep Security Agent main
¥ - | Anti-Malware application and required Files

Firewall and IPS

¢

This feature requires Z5ME on wour
hard drive. It has Z of 2
subfeatures selected, The
subfeatures require 1224KE on your
hard drive.

Location: CH\Program Files\ Trend MicrotDeep Security Sgent),

[ Reset ][ Disk Usage ][ Back “ et ” Cancel ]

TER: TIEH TR K TG FINA RBTTIZ)RE » X LELYRE Ik 2 0B T T R 55 a5 IR 8 %
PR RGE S i RGN — 55 BIEE B K BRI R ) et 5248
R I LETRE. 7 “Disk Usage” Z58 WEiE L HE T g .44 55 JH FF-5 3 & H 17
B LRI Z I T

5 wir “Install” JFAR&ARFERT
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i-.\zﬂl Trend Nicro Deep Security Agent Setup

Ready to install Trend Micro Deep Security Agent

Click Install to begin the installation, Click Back to review or change any of yaur
inskallation settings. Click Cancel ko exit the wizard,

[_ Back. ]L Install 1 [ Cancel

6) midi “Finish” 5epi%cdk

i'-.a Trend Hicro Deep Security Agent Setup

Completed the Trend Micro Deep
Security Agent Sehup Wizard

Click the Finish button to exit the Setup Wizard,

Back Cancel

TEPAT R LREDT R, S REIT L BT B L7 Q1B 19 - PLE/H DHCP 77 707 TP Hi i,
TEESER T 7 774 HIFTH DHCP - H 7 F 5K 7] 5E 55520 DSR #8 50H— 137 H9 TP Kt

N HEFF AL PR ] 77 (% F Deep Security Agent, QTR 7 Zl il e FE 42 [H] 77 w0l DSK
13 TR i ST - L 24
Windows Server 2008 , Vista SP1 Z§ Windows XP SP3 &R AKIFIEH:
mstsc. exe /admin
R Windows JRATFE/HTEL F iy $:

mstsc. exe /console
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7) T Agent, SRRAHE CHRAET - “BHOE/EBEOE 7 BOEE S

wCenter-172.165102 | | [l
(] R
iz e | | CHEENS B . .
A
i @
[ 4 BEEEREE
1 HH > vCenter - 172.16.3.10
5 12165139 PR R
M Fpa sz
1 W#EH > vCenter - 172.16.5.10 uster by 5.102 (1)
5 172165115 V. mREE EEERE
o SEREEERY
1 #E > vCenter- 172.16.5.10 .
(@ BRI FR®O
O HEREY _
E EFERRREESR
| AERERE 6.5.115
¥ 3 ST 5.124 (DSVAS.124)
EHES. @ AR
KiE: =i, A
ERESE Ei, Famm
FEM Ei, Famm
BHEHE: FAA

8) I I, AR AR 55 BT thoR] LA B S B IR

#l pep) B

) BEP&H
s O WEEEN) EsX: Wy 172165115
PREE R gy 36 WE: (A dsvad 124 (DSVAIIZY)

WebiRE: (g TR

BR2K 18- @ TF. 04
MNEEE: g FHLE. 241400
FEURIE (g T 288
HS&HE: |4 TH.64M

2R, 2 e Ilm-; Seouritsy ¥ ﬁ.*pni om. . . E,.Ei'tl ﬁi’tl o Tl 1 £5
%Trend Micre Deep Security Hotifier Iee... O8Bsh H=h FHF iR

II. DSA For Linux
BK:
& Deep Security Agent Linux JiRi 42015 22 2& T AR (BE D IR SCHF 2346
libstdc++-ssa-3.5ssa-0.20030801.48.i386.rpm, A LA yum 5§ up2date 235X Lepii AR .

REIPR:

1. Rz SRS 2 H AR TS

2. fE "rpm-i" %% ds_agent #fFAL:

# rpm -i <package name>

Preparing.. tHtHHHHHHHHHHHHHHHHHHHHHHAHHHAH A [100%]
1:ds_agent #HHHHHHHHHHHHHHHHHHHHHHAHHHHHAH A [100%)
Loading ds_filter_im module version ELx.x [ OK ]
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Starting ds_agent:[ OK ]

A “rpm -U™ ST 2R ARATH 2 . ML T7 30 OR B JE O I B SR D
3. EHBHR ST AR LRI R i A %R B AR S
VERL: AU “root” B ERT ALK . A, AT “sudo”s

& Linux bBEZh. FIEREBE G-
AT AT T :

JE BN T i«
fetc/init.d/ds_agent start
15 1228 7 i«
[etc/init.d/ds_agent stop
[etc/init.d/ds_filter stop
%) g
[etc/init.d/ds_agent reset
HHT R i :
/etc/init.d/ds_agent restart

I1l.  DSA For Solaris

EoR:

XtF Solaris Sparc/9:

* libiconv 1.11 S mipRAS

* pfil_Solaris_x.pkg

* Agent-Solaris_5.9-9.0.0-xxxx.sparc.pkg.gz

XIF Solaris Sparc/10:

* SUNW(gccruntime, GCC Runtime libraries

* pfil_Solaris_10sparc.pkg

* Agent-Solaris_5.10_U7-9.0.0-xxx.x86_64.pkg.gz
* Agent-Solaris_5.10_U5-9.0.0-xxx.x86_64.pkg.gz

X+ Solaris X86/11:

* SUNW(gccruntime, GCC Runtime libraries
* pfil_Solaris_10x86.pkg

* Agent-Solaris_5.11-9.0.0-xxx.i386.p5p.gz

XtF Solaris SPARC/11:
* SUNW(gccruntime, GCC Runtime libraries
* pfil_Solaris_10x86.pkg
* Agent-Solaris_5.11-9.0.0-xxx.sparc.p5p.gz

JERE: Solaris 10 Update 3 ZHi (BIFHAE) HIPrE Solaris JRAKJELR 24 pfil.
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23 Solaris 11 & i

1. SRBUITH R A A

2. W RO E ) H AR EAL

3. AR i

gunzip Agent-Solaris_5.x_sparc-9.x.Xx-Xxxx.sparc.p5p.gz
pkg install -g Agent*p5p ds-agent

svcadm enable ds_agent

L3 Solaris 10 & i :

1 SR B A AL GRS RATIR A A

2. BB ORI H AR EAL

3. AR i

gunzip Agent-Solaris_5.10_U7-9.0.0-xxx.x86_64.pkg.gz
pkgadd -d Agent-Solaris_5.10_U7-9.0.0-xxx.x86_64.pkg all

24 Solaris Sparc 9 & i

1. BRI B I A A

2. ¥R ORI H AR B

3. %% libiconv-1.8-solx-sparc.gz:

gunzip libiconv-1.8-solx-sparc.gz

pkgadd -d libiconv-1.8-solx-sparc all

4. % libgee-3.4.6-solx-sparc.gz:

gunzip libgcc-3.4.6-solx-sparc.gz

pkgadd -d libgcc-3.4.6-solx-sparc all

5. %% pfil:

pkgadd -d pfil_Solaris_x.pkg all

6. H¢ pfil VRABLHHELL 3 W 2% 5 1«

ifconfig <interface> modinsert pfil@2

TR :

EMZEEELE T, pfil PIERE ip ZJ7. ZHE ip HI7E, gl Fars:
ifconfig <interface> modlist FEHHIR modinsert [F1EHHIZFEIHE modlist 1 ip HIZE
FA—

WG pril IRNEIE S G R HIFF T BELTHIMZEHE e 1 touch /ete/ipf. conf” /etc/
init. d/pfil start

7. A i
gunzip Agent-Solaris_5.x_sparc-9.x.x-xxxx.sparc.pkg.gz
pkgadd -d Agent-Solaris_5.x_sparc-9.x.x-xxxx.sparc.pkg all

fE Solaris 10 M1 11 b)E3). FIEMEER -
* svcadm enable ds_agent - J& 3% F ity
« svcadm disable ds_agent - 15° 11 7 ity
« Jopt/ds_agent/dsa_control -r - & % 1 i
« svcadm restart ds_agent - #7857 ) Ui
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* svcs-a|grep ds - EINESHRIRAS

7t Solaris 9 I Jazh. {5 1L B % v :

« Jetc/init.d/ds_agent start - J& 2l F it

« Jetc/init.d/ds_agent stop - {5 1125 F bifi

« Jetc/init.d/ds_agent reset - Ei & % S i

* Jetc/init.d/ds_agent restart - E53HT o 30 %) i

TR IEVEE, IEF A HE X AT Svar/log/ds agent 1

SERE R I AT DL R R ER A P BB IR 55 IR B 2 i R 0 B O I E T
DIMSETRE

o BRI SR 2 2P R 58 B OIS

« FEUFENL LR B

¥ Solaris (8 1 9 Sparc) FHl E®R%E PFIL AFESHIN

Solaris %/ '¥fitf#i I 1 Darren Reed JT /&) PFIL IP it yE2sdi . AR RS 28 IR E 24
B R AR 2.1.11 R . BATC SRS T AR IR E AR FHE X R34t T4
445, http://downloadcenter.trendmicro.com/?regs=CH.

A DLZE LU R ok 5 F 3R 3T 245 K. http://coombs.anu.edu.au/~avalon. (7 ZE35E PFIL J5ALHY
MIRIA, BB RE SRR O

pfil FRyE S I

CUR U B R S 42 2 hme)

AT vifconfig modlist”, KA B4 AR BE ORISR T hme0):
0arp

lip

2 hme

FHEALE ip M hme Z[A[FEN pfil:
ifconfig hmeO modinsert pfil@2
KMAEZINE, BEFED:

0arp

lip

2 pfil
3 hme

B pfil FUBTHEC B VFEST T BRI B A

autopush -f /etc/opt/pfil/iu.ap
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B,
strconf < /dev/hme
MR [A] :

pfil
hme

T H, modinfo MiE7R:

# modinfo | grep pfil
110 102d392c 6383 24 1 pfil (pfil Streams module 2.1.11)
110 102d392c 6383 216 1 pfil (pfil Streams driver 2.1.11)

IV.  DSA For AIX

REERT AIX HEBNRRFRRE RSP RAE iR :
1. PL Root &8¢
2. P A B I SR (tmp™)
3. f#fH gunzip f#EBAEAL:
/tmp> gunzip Agent-AlX_X.X-X.X.X-X.powerpc.bff.gz
4. % iy
/tmp> installp -a -d /tmp ds_agent

£ AIX FEBE ) b

# startsrc -s ds_agent

FE AIX A5 k% g

# stopsrc -s ds_agent

£ AIX EIMEIRSIE T«

# lopt/ds_agent/ds_fctrl load

£ AIX IR IRBIFE T .

# Jopt/ds_agent/ds_fctrl unload +

V. DSA For HP-UX:
1. L Root B4y
2. K2R 2 H AR TS
3. KA B A B IS S (Mtmp”)
4. f§/H gunzip MRS HHAL
ftmp> gunzip Agent-HPUX_11.31-9.0.0-xxx.ia64.depot.gz
5. 2k Py GRS, M Se BR8] FIBOIEEL . ASRRAE FA O B )
/tmp> swinstall -s /tmp/Agent-HPUX 11.31-9.0.0-xxx.ia64.depot
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ds_agent

BAE HP-UX LREahAEIER i, WAL T frd 2 —:
* /sbin/init.d/ds_agent start

* /sbin/init.d/ds_agent stop
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75, FD#Deep Security

1. #2[4Deep Security Virutal Appliance (DSVA)

1) &%Deep Security Managerfsfil & :

2) HRENZHTZRMIDSVAR AL, Add “#RiE”, EF “IEHBE " LIRS -

E HEA, > +Center - 172.16.5.102 > Hos Eg HEE

By 172165139 (o 5%
Bl HEH > vCenter- 172.165.102 > Hos | B (SH B &
¥y 1712165015 b EEEE

B i EAN > vCenter - 172.16.5.102 > Virt] @Tﬁf%%%ﬁ

(31 o) RIARELEH
) vShield Edge VM Network

L EnEs
& vShield Manager (2) o : s
R i g
K8 testso (test79) éb R
(3 dsvas.124 (DSVAS.124) & AETRHMRD
P | PEEE
I3 HEEEE.
BIE 4
s
B 4
&N 9
EEs .

3) sl “OK” , fFR B
Message from webpage — e

| @) LEEAESRRERANF AR ERRR. CRSESRR
& =wicss:

[ ok || Cancel

4) DSM<x [ 3 2 R BRDSVA I B -
VI WIRZ i« i vShield Manager i, Fil-DSVAH T vShieldlanager,
R IEDSVAZ B iR E7vShield Manager, FilvShield ManagerE#HL/E5)
Eo B, TEREBRBGEHIRT R, SE LB lvShield Manager HT7R s

5) WIFIRE RIS o
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Y
(=) BE ZRIPMF PRI B 172165130
s O FHER(EEEES
HE M N/A
vShield Endpoint: FiEm
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# rpm - ev ds_agent
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®E v Bl =1k

BEH P PhR

BEERERPIFTHHL.
iE
OWE SR{S
EBERF AR WMWARE EMD USER. LICEMSE AGREEMENT -
ERRAE IMPORTANT-READ CAREFULLY: BY DOMWNLOADING, INSTALLING, OR USING THE SOFTWARE,
BifEiE ¥OU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS EMD USER
s LICEMSE AGREEMEMT {"ELLA"). IF Y¥OU DO MOT AGREE TO THE TERMS OF THIS ELLA, ¥OU MUST
BlEs=R MOT DOWNLOAD, INSTALL, OR. USE THE SOFTWARE, AMD YOLU MUST DELETE OR RETURM THE

TG

UNUSED SOFTWARE TO THE YENDOR FROM WHICH ¥OU ACQUIRED IT WITHIMN THIRTY (30) DAYS
AND REQUEST A REFUND OF THE LICEMSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE,

EVALUATION LICENSE. I You are licensing the Software for evaluation purposes, vour use of the
Software is only permitted in a non-production environment and for the period limited by the
Software License Key. Motwithstanding any other provision in this ELULA, an Evaluation License of
the Software is provided "A5-15" without support or warranty of any kind, expressed or implied.

1. DEFIMITIONS

1.1 "Documentation” means, collectively, the operation instructions, release notes, user manuals
andjor help files For the Software in electronic ar writken Form,

1.2 ‘“Guest Operating Systems" means instances of third-party operating systems licensed
separately by You and installed in a Virtual Machine,

1.3 "Software" means software products that are licensed to You under this EULA, including, but
ok limited ko, any related components purchased or provided with the Software, Documentation,
and any maintenance releases thereto, LI

s | sbt—5 | T—5- | mw |
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ONVE S0{E 7
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@ Ciscovered virtual maching
@ Tew Folder

il st |[F=£-] o
5) mHEAE, A P

93



) TREND e e e e
wicho | A[{EHIAIMBREER

h IR J

ik Deep Security 9.0 Service Packl
BEEEGE L _(o x|
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B

5 PRI Y B R300_250GE
2 FE: 231.0 GB

%ﬁ ATA=SE:  7isaE
[EEectnk:n] Select a format in which to stare the virtual machines virtual disks:
BN555 R P —

S ENES SR SR AI. D s SR
7 RIS AR TR e O R E R

RS R L 876, 7 ME

O EBEER
23 A ERRAATT .
i B EER S 8.0 GB

5 R(H) = b—F T—iF > HiH
_ e | | |

A
6) WU BN, fidr “ T4
) BBE ovF B ol x|
A
B AR B AR A (B - FlEg e
B .
OVF $EIE R B 5k ovE 1R o R R PR BT B R IR
& ] fHS
EITE B [ErEs |
AR WSMgrmt PortGroup_TEST |
s
EliEEE
g
This network provides connectivity ko this virtual machine. ﬂ
el
FERN(HD | B
A

7) )J_:—[:iE‘ “;—Eﬁi”
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s 7 esitiwarevShisldManager . 1.0-310451 . ova
536.6 MB
876.7 MB
wShield Manager
H D5k _Mac
R 172,16.4.3
: R300_250GE
: HHEE
WITEIREREL: 8767 MB
R Rt “WSMgmt B PortGroup_TEST”
s | st—# [ = | mm |

8) GUEMEMAML, sidh “RMH” FEMME
RICIE

ETERFE vEhield Manager
IEFEGEREIAL wShield Manager ...

@) BRI (o]

IETEERE vShield Manager
B Th7oht

9) JFJa vShield Manager FE#UHL, HEA vShield fir 178, BRAIKS A admin, 1Y
4 default, %\ enable Bk NAFRU I, 2515 default, %A\ fv4 setup, &AL E IP
5 ) 2% 14
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localhost login: admin
Password:

manager> enable
Password:

manager# setup

Use CTRL-D to abort configuration dialog at any prompt.
Default settings are in square brackets '[1’.

IP Address (A.B.C.D): 172.16.4.198

Subnet Mask (A.B.C.DJ): 255.255.255.8

Default gateway (A.B.C.D): 172.16.4.1

Primary DNS IP (A.B.C.D): 18.28.128.8

Secondary DNS IP (A.B.C.D):

Harning: Secondary DNS not set.

DHS domain search list (space separated):

Harning: Search list not set. Only fully gqualified hostnames Will be resolved.
0ld configuration will be lost

Do you wWant to save new configuration (psInl): y_

10) &% Manager [1) web #2155, FTFF IE, %A https://vshield ¥ IP, =i & HIK 5N
admin, Zf%°4 default

vmware

VMware’

vShield Manager

User name

Mig=: EEEELH filterdriver M&E

TEE: BMEH F, #E ESXT 19 DSVA AT LIRS 25 G, AR —E ESKT _FHIEM
WL 25 6 FZA FilterDriver /] heap memory KAHIIRDSVA T AEIE R

HENESXi it

18137 FFvCenter &G

WIR2. AR ESXi E IR B N A X
1t fast path driver 13 iiHeap Memory

96



TREND. | — o i i

Deep Security 9.0 Service Packl

AURL MR A
<@W)@& F> * <10485760 Bytes (10MB) >
%41, 30 * 1IMB +108MB = 375390208 Bytes
IR 2. WILSSHE iy & 5k FIESXi Console H-HAT LA N a4
%esxcfg-module —s DSAFILTER_HEAP_MAX_SI1ZE=375390208 dvfilter-dsa
IR 35N LL T a2 K6 Arheap memory 5B A2 15 A4 2K
%esxcfg-module —g dvfilter-dsa
TR A PATLU N I E ARG (BE S ESXi £
%esxcfg-module —u dvfilter-dsa
%esxcfg-module dvfilter-dsa

BHESXi i

MiE=: Deep Security 9.0 BLEHHR

1) TF#HTMUT LH
http://support.trendmicro.com.cn/TM-Product/Product/ TMUT/1047/TMUT1.0 1047.zip

2) fRE4ELAS g TMUT 2235 H3gwh i) Productinfo.ini B S0, AL RS 4L
DSA9.0 EN For Windows(32bit):c22t2200v8.0.0l11p1rlol
DSA9.0 EN For Windows(64bit):c22t2200v8.0.011p5889r101
DSA9.0 En For Linux(32bit):c22t2200v8.0.011p257r1lol
DSA9.0 En For Linux(64bit):c22t2200v8.0.011p9217rl01
DSA9.0 JP For Windows(32bit):c22t2200v8.0.014p1r301
DSA9.0 JP For Linux(32bit):c22t2200v8.0.014p257r301
DSA9.0 JP For Windows(64bit):c22t2200v8.0.014p5889r301
DSA9.0 JP For Linux(64bit):c22t2200v8.0.014p9217r301
DSA9.0 SC For Windows(32bit):c22t2200v8.0.018p1r501
DSA9.0 SC For Linux(32bit):c22t2200v8.0.018p257r501
DSA9.0 SC For Windows(64bit):c22t2200v8.0.018p5889r501
DSA9.0 SC For Linux(64bit):c22t2200v8.0.018p9217r501
DSVA9.0 EN For Linux(64bit):c22t2201v8.0.011p9217rl0l
DSR9.0 EN For Windows(32bit):c22t2202v8.0.011p1rlol
DSR9.0 EN For Windows(64bit):c22t2202v8.0.011p5889r101
DSR9.0 EN For Linux(64bit):c22t2202v8.0.011p9217r10l

3) WEH TMUT LE, W EFRIBINRSS:
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AIfEMm Mg REER
fE| TMUT

—

[ 30b Monitor | Option | Server List | Notification |

Product Name Name

Deep Security 9.0 Service Packl

Status Server

Server user... Server pas..

[ Modfy | [ Delete

4)

Server

IR Deep Security 9 FrA A8 In 31 AR 55 45 1%

|
Server Name:  DSRg.0EMFor Linux{ || Enable this server
Source:
| @) URL: https: /fiaus. trendmicro. com fiau_server.dlf
| @unc: (N
Product Mame: i vl
[
Server Authenticatic
f

|
DSA9.0 EM For Windows(54bit)

. DSA9.0 En For Linux(32bit)
User Name: | e 9.0 En For Linux(54bit)
DSA9.0 JP For Windows{32bit)
DSA9.0 JP For Linux{32bit)
DSA2.0 P For Windows{64bit)
DSA9,0 P For Linux{64bit)

FCAM A O Do Wi aie LS LT

ol

5 REWRHE
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& T™MUT =05
Trend Micro Update Toolset
| Job Monitor I Option | Server List |Notiﬁation|
Product Name Name Status Server Serve *
| D5A9.0 EM For Windows(32bit) DSA9.0EM ... Enable https:/fiaus...
DSAS.0 EM For Windows(54bit) DSAS.0EN ... Enable https:/fiaus... L
| D5A9.0 En For Linux(32bit) DSA9.0En ... Enable https:/fiaus... T
DSA9.0 En For Linux(&4bit) DSA9.0En ... Enable https:/fiaus...
D5AS.0 JP For Windaws{32bit) DSA9.0 P ... Enable https:/fiaus...
DSAS.0 JP For Linux(32bit) DSA9.0JP ... Enable https:/fiaus...
D5AS.0 P For Windaws{54bit) DSA9.0 P ... Enable https:/fiaus...
DSA39.0 JP For Linux{B4bit) DSA9.0 JP ... Enable https:/fiaus. ..
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! This software ks p d by copyright kaws and inkernational treaties.
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